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Abstract

KDD Cup 1999 data has been used for the network intrusion detection studies. This data is analyzed
using the convolutional neural networks in this paper. Many researchers have analyzed this data using the
aritificial intelligence techniques such as TAVSM, decision tree algorithm and random forest algorithm etc.
Although multilayer neural networks also have been used in these analysis, convolutional neural networks
models have not been used. LeNet-5 among the various convolutional neural networks models is used with
Keras for this analysis. At the first method, the 10% training set of the KDD Cup 1999 dividing into
training set and testing set is used. At the second method, the 10% training set is used for train and
testing set is used for test. The results are compared with the result of analysis using the mutlilayer neural
networks uploaded in Kaggle web site. Because attacks are classified into 4 types in KDD Cup 1999 data,
the performance measures are calculated by each attack types. LeNet-5 shows the better perfomance than
the multilayer neural networks uploaded to Kaggle web site at both methods in all performance measures.
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[H 3] LeNet-52| 10%=&H|O|E4 132 O|&st B7tZAnt
[Table 3] Evaluation Result of LeNet-5 using one third of 10% trained data set

Qs %
- i UR DoS R2L Probe A
i 1323 0 2 0 23 1,348
U2R 1 291 1 1 93 387
AH DoS 0 0 129,094 0 12 129,106
= R2L 0 1 0 1 7 19
Probe 20 29 61 1 32,056 32,167
P 1,344 321 129,158 13 32,191 16,3027
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[E 4] Kaggle CFSMAXO| 10%SHH(O|EA 1/32 0|88 H7HZnt
[Table 4] Evaluation Result of Kaggle DNN using one third of 10% trained data set

s o=
B 4 U2R DoS RIL Probe Y|
Y 479 0 542 0 327 1,348
U2R 75 0 99 0 213 387
AR DoS 17 0 129,042 0 47 129,106
R2L 3 0 3 0 13 19
Probe 13 0 38 0 32,116 32,167
27 587 0 129,724 0 32,716 16,3027
[H 5] BIMEE H|m |
[Table 5] Comparisions 1 of Performance Measure
WiHE L _ Kaggle
Normal | DoS Probe U2R R2L Ha CtEMAY
HEh= (Accuracy) 0.9997 | 0.9995 | 09985 | 09992 | 0.9999 | 0.9994 0.9966
MY (Precision) 0.9999 | 0.9999 | 09965 | 0.7519 | 0.5789 | 0.8654 0.5995
DIZH=(Sensitivity) 0.9998 | 0.9995 | 09958 | 0.9065 | 0.8462 | 0.9496 -
£0| = (Specificity) 0.9844 | 09996 | 09992 | 09994 | 1.0000 | 0.9965 09622
FPR:False Positive Rate | 0.0156 | 0.0004 | 0.008 | 0.0006 | 0.0000 | 0.0035 00378
RLE&(Error Rate) 0.0003 | 0.0005 | 0.0015 | 0.0008 | 0.0001 | 0.0006 0.0034
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[H 6] LeNet-52| correctedH|O|E{AIS 0|8 HItZA}
[Table 6] Evaluation Result of LeNet-5 using corrected dataset

Qs L
- X U2R DoS R2L Probe a4
Y 1,988 0 5 0 384 2,377
U2R 0 8 385 0 5,600 5,993
A DoS 1 0 164,200 0 1,086 165,297
R2L 0 0 0 17 2 39
Probe 166 6 60 4 60,357 60,593
2 2,165 14 164,650 21 67,449 234,299
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[E 7] Kaggle CFEABYO correctedCl|O|E{AIS O 8% H7HAL}
[Table 7] Evaluation Result of Kaggle DNN using corrected data set
Qs o=
- ek U2R DoS R2L Probe 24
e 1,987 0 27 0 453 2,377
U2R 80 0 497 0 5416 5,993
AH DoS 81 0 164,171 0 1,045 165,297
R2L 3 0 1 0 35 39
Probe 181 0 70 0 60,342 60,593
27 2,242 0 164,776 0 67,291 234,299
[E 8] IMHE H|m 2
[Table 8] Comparisions 2 of Performance Measure
HIIHE = iny _ Kaggle
Normal DoS Probe U2R R2L Ha CtEMAT
g2t (Accuracy) 0.9976 | 09934 | 09687 | 09744 | 0.9999 | 0.9868 0.9865
LU &= (Precision) 0.9992 | 09934 | 09961 | 0.0013 | 04359 | 0.6852 0.5795
D2 (Sensitivity) 0.9983 | 09973 | 0.8949 | 0.5714 | 0.8095 | 0.8543 -
£ 0| =(Specificity) 0.9182 | 09842 | 09986 | 09745 | 09999 | 0.9751 0.9605
FPR:False Positive Rate | 0.0818 | 0.0158 | 0.0014 | 0.0000 | 0.0000 | 0.0249 0.0395
QFE(Eror Rate) 0.0024 | 0.0066 | 00313 | 0.0256 | 0.0001 | 0.0132 0.0135
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