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Abstract

Due to the continuous leakage of personal information at various universities in Korea, the image of the
university is deteriorated and a huge economic loss is caused. Therefore, the purpose of this thesis is to
investigate how to protect personal inforation of universities, analyze current problems of personal
information protection and management, and present the need to protect personal information of domestic
universities based on DID (Decentralized Identifier). have. To this end, it is revealed that the university's
information security system is weak by analyzing the representative recent cases of universities that have
leaked personal information from interior and the exterior. In addition, it proposes the necessity of
blockchain-based DID, which is a method in which the personal information of students and professors is
not protected by a centralized system, but the user's personal identity is directly managed and authenticated.
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2.3 DID(Decentralized Identity)
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Amount(people)
About 230,000
About 350
1,245
1,321

Cause
Open Download
Open Download

Staffs Accident

Directory

7§ QIg LY

—
Leakage List

o
A

28 %7}

=]

~
Name, Department, Gender, C.P, E-Mail, RRN, Trading

Bank Name, Account
C.P, Student Id, Department, Tuition, Scholarship, Leave

Name, Adr, C.P, E-Mail, Company Name, Department
of absence

Student Id, Department, Name

g2 AlLEO

Univ.
D Univ.
(2020)
H Univ.
(2019)
K Univ.
(2019)
D Univ.
(2017)

=

[Table 1] List of internal leakage of personal information of domestic universities
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[Table 2] List of external leakage of personal information of domestic universities
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