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A Study on Dark Pattern Detection and Cognitive Alert Ul Design
within Real-Time Personalized AI Recommendation Systems

on Commerce Platforms
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Abstract

This study analyzes the phenomenon where real-time personalized Al recommendation systems, which
have become commonplace on e-commerce platforms, degenerate into deceptive dark patterns and proposes
a real-time cognitive notification Ul design to prevent this. Recently, platforms have been utilizing real-time
social proof messages to create a false sense of urgency among users. While such pressure-type Uls can
increase short-term conversion rates, they hinder users' rational decision-making in the long run and induce
a sense of brand betrayal and cognitive fatigue. Based on a detection mechanism that identifies
discrepancies between Al-processed data and actual source data, this paper designed a transparent layer and
a visual traffic light system to help users intuitively determine the reliability of information. To verify the
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effectiveness of the proposed UL, a scenario-based survey and ANOVA statistical analysis were conducted
on 240 adult e-commerce users. The analysis results showed that in an environment where the traffic light
Ul and transparency layer were applied, users' ability to discern information reliability significantly

improved, cognitive fatigue caused by purchase pressure decreased, and long-term trust in the platform

increased. This study aims to contribute to establishing ethical design guidelines for future Al-based
commerce environments by combining quantitative data transparency with qualitative UI/UX interactions.
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[Table 1] One-way ANOVA Results by UI Design Types

zama T qHES 4z HEHA 2t MN2HE
N) ) (SD) (Scheffé)
Group A (7| UI) 80 421 0.65
o 2R | Group B (M=) 80 3.15 0.71 28.43%%% | A > B> C
Group C (8 200 80 242 0.58
Group A (7|E U 80 1.85 0.52
HE 29 | Grouwp B (AZH) 80 3.62 0.64 41.12%%% | C > B> A
Group C (8 2{0]0)) 80 441 0.49
Group A (7|E U 80 231 0.74
27| ME2|Z | Group B (AZE) 80 3.48 0.68 19.85%%* | C > B> A
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