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Abstract

This study analyzes research trends in digital twin-based information security through bibliometric
network analysis and BERTopic topic modeling. A total of 308 journal articles indexed in Scopus were
collected using search terms related to digital twin and security, and their publication and citation trends,
journal distribution, country-level collaboration networks, keyword co-occurrence networks, and topic
structures were examined. Related publications first appeared in 2018 and grew rapidly through 2025,
recording a CAGR of approximately 93.07%. Most highly cited journals were IEEE publications, reflecting
the field's close ties to engineering and information and communications technology. In the collaboration
network, China and the United States held central positions, with China leading in publication volume and
the United States acting as the primary mediator of cross-national connections. Keyword analysis identified
digital twin and cybersecurity as the core keywords, with blockchain, IoT, CPS, and Al forming key
surrounding clusters, and the 9 clusters suggest that research topics are increasingly differentiated by
application domain such as smart cities, ICS, healthcare, and energy infrastructure. BERTopic modeling
yielded 11 distinct topics covering smart grid security, CPS and ICS cyber threats, healthcare data privacy,
autonomous system security, and vehicular network security. These findings indicate that the field is moving
toward technical vulnerability detection, threat management, and policy responses as digital twins are
applied across various industries.

Keyword : digital twin, information security, cybersecurity, bibliometric analysis, BERTopic, keyword network
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[Table 1] Top 10 journals in publication and citation

2ol =2 58 o8
=7
X4 n % X4 n %
1 IEEE Access 19 | 6.2% | IEEE Internet of Things Journal | 806 | 9.3%
2| IEEE Intemet of Things Joumal | 15 | 4.9 | b Communications Surveys | oo, | g g0
and Tutorials
3 Sensors 14 | 4.5% | IEEE Access 639 | 74%
4 IEEE Transactions on Intelligent 10 | 32% IEEE Transactions on Intelligent 573 | 6.6%
Transportation Systems ““’® | Transportation Systems e
IEEE Transactions on Consumer IEEE Transactions on Industrial
2.6% . .89
> Electronics 8 6% Informatics 303 | 5.8%
6 Buildings 274 | 32%
7 Applied Sciences, Future Internet, Future Generation Computer 253 | 2.9%
IEEE Journal on Selected Areas 6 | 1.9% | Systems o
in Communications, IEEE Network IEEE Network 242 | 2.8%
Computers in Industry 237 | 2.7%
Computers and Electrical
Engineering, IEEE Internet L
IEEE
10 Computing, IEEE Transactions on 5 1.6% Ma azil(;mmumcatlons Standards 212 | 2.5%
Vehicular Technology, International 8
Journal of Information Security
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[Table 3] Top 10 countries based on connectivity centrality

Caxe) HA MM tE 24 EAMM | O™ =AM | TOHIE =AM
=8 =7t = o’c =AM 07y sdd | 2™ 44 | 174H 44
oo
1 Ehil 24 83 0.1413 0.6047 1.0000
2 o= 24 60 0.2335 0.6265 0.9931
3 = 23 67 0.1355 0.6047 0.9728
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5 UAE 20 47 0.0579 0.5652 0.9372
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[Table 4] Keywords for the top 10 authors based on connectivity centrality

el | aws ezsye| TEEE lwnsus | amsay ) RN
1 digital twin 63 455 0.3888 0.9846 1.0000
2 cybersecurity 43 249 0.1681 0.8000 0.8432
3 blockchain 44 173 0.1295 0.7619 0.8075
4 [oT 29 104 0.0380 0.6465 0.6248
5 CPS 26 68 0.0322 0.6275 0.5559
6 Al 21 58 0.0177 0.5981 0.4950
7 intrusion detection 18 39 0.0128 0.5818 0.4255
8 machine learning 16 42 0.0065 0.5714 0.4398
9 privacy 16 52 0.0064 0.5714 0.4206
authentication 15 31 0.0092 0.5664 0.3653
10 federated learning 15 29 0.0055 0.5664 0.3981
industry 4.0 15 34 0.0068 0.5664 0.3868
metaverse 15 45 0.0057 0.5664 0.4053
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