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Abstract

This paper proposes a two-phase server certification system through XML-Signature schema extension to
protect the server’s information resources which offer various web contents. This system design and
implementation. Certification system to propose certificate of XML base in on-line request and publish. After
we register certificate extension information that offer in CA (Certification Authority) to (XCMS) certificate
management server certificate password to base by CA the first certification achieve. Also, it is new
Authentication System who will request the certificate extension information that the user inputs in addition,
except certificate password and certificate extension information that is registered to XCMS and run the

second authentication achieve.
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2.2 XML-Signature

XML-Signature[6]= AFO|H| &OIM #H2HE SHSHAHL 41L=elo] Eag U 0|F =]
ZHNF= BY FHOE AEELCL

O (A3 2-112 W3C #A2HoM ZLHESH XML-Signature H2|HE[6][7]12] THRA0|CE
<Signature>AZ|HE= BIEA| Q7k|= EAte B2 MEAIOZ ARE[O{X|= MEIARE &
2 "0"22 LHFOJZICE <Signature>Q| THEQ4E TAMES GIMSY| Qo 245 Lu2iEat ©
KMBO| it ESSk= <Signedinfo>2t &K HAME 442 EE5I U= <SignagureValue>

=
J2|3 FRMY 7| S747)) HEQA X509 ASME T8l Qe <Keyinfo>2 TAEICE

<Signature id 7>
<Signedinfo>// A5l gk A FR
<CanonicalizationMethod/>//canonicalize3}7 1 18l AL&=ox|E dnaE
<SignatureMethod/>// canonicalized signedinfod: SignatureValue=2 X|#3}7]
218 AFgse dazls
{<Reference URI 7>
(<Transforms/>)? // AEA7} BiA)A] TolAlAE AAE ofDA] AsA] B
<DigestMethod> // DigestValueg 2H&st7] 98] 288 dueE
<DigestValue/>
</Reference>)+
</Signedinfo>
<SignatureValue> // ©jxX18 AHe] 41421 gt basetd
(<Keylnfo>)? 7/ 7] ‘BA718 3l A== 7]0) it Pu
(<Cbjectid?>)*/ @le]E] HHAE E3s)7] 98 dejdE
</Signature>

[32 2-1] XML-Signature Element T+884
[Fig. 2-1] Compont of XML-Signature Element

<Signedinfo> A2[HE= MBFEZ} f42tzls L12F2 BAIEH <CanonicalizationMethod>

W2|HEQ} MBS Aot L12|F2 AL U= <SignatureMethod> H2|HE 2|1 MY O
n

—_—

OHE =std Y=S ZuE ZHSIL U= <Reference> LE|HE=Z FEEICE ED

—

<SignatureValue> A2|HE= <Signedinfo> HZ|HEOAM AL MBS =6t UCHE]
<SignatureValue>dp 7|SE MY (Signatrue)s AHESH| 2fsl 7| BEE NSdte HZ|HE=
KeyName, KeyValue, X509Data Z2|HEZ THIJE|0f RACL <KeyName> HZ|HE= FAMHO|
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(1) ¥4 HAE 9% SOAP Message

24 MHo| i MAES ZESH HO|HE MEZ[sh| 9t ¥4 HAE 23T SOAP
Message= HTTP BodyS S8l SOAP MAIX|7} ME=ICE M2t QK SOAPHA|X|E HTTP
Header 221} SOAP Envelope S8 2|1 AKX HA[X|E ZgsID Q= SOAP BODY HEo

2 FYEChL ¥4 HAE 2F SOAP HAIX|0| Chet o= tts (28 2-2)9F 2Lt

<SOAP-ENV:Envelope>
<SOAP-ENV:Header/>
<SOAP-ENV:Body>
<a:authentication xmlns:a="http://www.confirm.co.kr”>
<a:1D> kpijiju </a:1D>
<a:password) ***+++ {/a:password>
</a‘authentication>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

[A8 2-2] ¥Z HAE SOAP HA[X] of
[Fig. 2-2] Example Soap massage of Renote method

SOAP Body HE20JAE XML gAlo| Wet MEE 7|&sts BEOZ http//www.confirm.cokr

URLE A 20ls QFst7| QI8 AFRAIC| D2} PasswordS ZEESIT Q= SOAPH|A|X|O|C},
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[Fig. 3-1] System structure

62 © 20715 NCISS



Journal of Digital Art Engineering & Multimedia
Vol.2, No1, June (2015)

3.2 XML-Signature 2 7|0} EH& A7

AR QIEA 201 SHHOIM QIS HAQIE olQlof 7= YUY ASM &Y S

HHSL| QhA TS [28 3-2]2t 20| XML-Signature 27|0+S =&t EA[BICY.

<Signature>
<KeyInfo>
<X509Data>
<XH0IssuerName>CN=kimjs, C=KR..</X509]ssuerName>
<X509SerialNumber>1234567</X509SerialNurmber>
<XH09SubjectName>Certificate A</X509SubjectName>
<X509Certificate>MIICSTCCA... </X509Certificate>
<X509Items> // &% H¥
<CertificationCenter> CN_Sign </CertificationCenter>
<CertificateSerialNumber> CS_0001</CertificateSerialNumber>
<CertificateDate>2006-06-10 </CertificateDate>
<CertificatePermitionCode> CN_Sing Kimys </CertificatePermitionCode>
<SignatureAlgorithm> dsa-shal </SigratureAlgorithim>
<CertificateSubscriber> Kim-js</CertificateSubscriber>
<PersonciNumber>601011-1234567</Personal Number>
¢/X5091tems>
</X509Data>
</KeyInfo>
</Signature>

[3& 3-2] XML-Signature 7|0 2%
[Fig. 3-2] Extended XML-Signature Schema
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A4 AFA =t AFAEE R
29 . 2%7&] 9152 B3 23 A A& o 44
begin
{ A9 HEae] g 20l Au 3
User login(CAw, Chegau) #/ AHEAF 9134 2291
Get_User JogInfo=User Jogin(CA, CAoiiu/ AHAF €134 219 AR 85

if (Get_User_oglnfo) {
CA_request(Get_User_loglnfoy/ 1%7130] 92 &
Resdlt] = CAmse(cA CAm) // 2% ﬂ?ﬂoﬂ £
HIAFZ © AMER) ol5A] AR ol5v]de] 954 ’é?i Ll
ifiGet User loghfo == Resultl) {
/23Y01E XCASS XCMVBAR|ollM SOAP HlARIS o] 851 elsrgh] Hu A
XCAS(M)Y/ XCAS®) 1543 A 23 dlAA|
Result? = XCMBwscas(M) // XOMBS] Q5484 Ay 2% S8 w47
if(Get_User_Joglnfo == Result2)
server_Acoess_Success()// 27 Mn] 4 4F
)
else
server Access Fail(y/ 28 M) F A

[O8 3-3] 2EHA 2152 St MY L 8 Ldn2|F

[Fig. 3-3] Server connection algorithm through Two-phase certification
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Message_trans(XCMSu xeas(M) / XCMS9] Q12484 A 2% S5} wjAlA] A%

(A8 3-4] 2BM = YESE A 23| HAX] HE 22T

[Fig. 3-4] Catalog of Extended certification information and algorithm of reference message transmissin
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(1) .24 ASM 2F SOAP HIA|X|
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[Fig. 4-1] Extended certification information and reference message
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